Guidance for recipients of Secure Email Messages from Lloyds Banking Group
Introduction
You have been sent this document as your Lloyds Banking Group contact is sending
confidential information to you via email and our policy is to ensure that confidential
information is kept secure and that it is only read by those it is addressed to.
This document provides an overview of the secure mail service used by Lloyds
Banking Group. Whilst email provides a quick and convenient way of sending and
receiving information, messages transmitted over the internet are not secure.
Sending a message using email can be likened to sending a postcard in the post –
anyone handling the postcard whilst it is being delivered can read what’s on it.
In order to ensure that confidential information contained in emails remains private,
Lloyds Banking Group uses a secure mail product based on Symantec’s Encryption
Management Servers. This service encrypts and decrypts email messages and their
attachments preventing the contents from being seen by anyone other than the
addressee. The recipient does not need to be a Symantec Encryption user as the
message can be displayed from a web browser connected to the internet.
You will receive links to your encrypted messages in your normal email client and
you will be able to view and respond to them using your default browser. When you
have received an encrypted message, you can reply to it, attaching files if necessary,
the message and any attachments will be encrypted as well.

Please note that your secure mailbox will be deleted after 30 days if it is not
accessed so it is important to ensure that you save any important documents
in another location as they will be deleted after this period has elapsed;
please do not assume that this mailbox is a permanent repository for your
data
Pre-requisites
In order to use this service you will need:
an email client that will display https content;
a web browser with connection to the internet;
emails from lloydsbanking.com to be white-listed on any spam filters,
either within your email/webmail client or by your ISP.
To ensure you can contact the Symantec Secure Mail servers please click here
https://securemail.lloydsbanking.com
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You should see a screen similar to the following displayed in your browser.

User Guide
If you have not communicated via LBG Symantec Web Email you will need to click
on the 1st link in your message mail and you can set up your account
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The following screen will be shown

Please set yourself up with a secure passphrase and then return to your email
message and use the second link.
The following screen will be displayed (the passphrase that you created will need to
be entered here).
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Click the Login Button: The Symantec Web Email inbox screen will be displayed.
Any emails sent to you from LBG will be displayed here

You can then open the email.
Clicking on the Compose button will allow you to create & send a secure email to any
LBG user who has Symantec Email Encryption.
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The Sent button will display any emails that have been sent using this facility.

The settings button will allow the passphrase to be changed

Please note that this mailbox will be deleted after 30 days if it is not accessed.
Please ensure that you save any important documents in another location as
they will be deleted after 30 days; please do not assume that this mailbox is a
permanent repository for your data
For more detail about the Symantec product please follow this link
http://www.symantec.com/content/en/us/enterprise/fact_sheets/b-encryptionmanagement-server.pdf
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